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Abstract 

The Healthcare Analytics(HcA) is a process in which clinical data is analyzed and patient’s treatment is performed. The 
treatment depends on the analysis of clinical data accumulated from Electronic Health Records (EHRs), pharmaceutical and 
research and development cost and claims of patient. Lung cancer is the most common among cancer disease and the foremost 
reason for deaths in both men and women. In this research work EHRs are analyzed and the survivability rate is predicted for 
lung cancer. Researchers apply Machine Learning Techniques (MLT)for predicting the survivability rate so that chemotherapy 
can be provided for cancer affected people. MLTare well accepted by doctors and work well in diagnosing and predicting cancer. 
An ensemble of Support Vector Machine (SVM), Naive Bayes (NBs)and classification trees (C4.5) can be used to evaluate 
patterns that are risk factors for lung cancer study. The North Central Cancer Treatment Group (NCCTG) lung cancer data set 
along with new patient data is used for evaluating the performance of support SVM, NBs and C4.5. The comparison isbased on 
accuracy, Area Under the Curve(AUC) , Receiver Operating Characteristic (ROC) and the resultshows that C4.5 performs better 
in predicting lung cancer with the increase in training data set. 
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1.  Introduction   

HcA uses healthcare data based on certain conditions that define how clinical care can be improved by regulating 
unnecessary delay for treatment [1]. The fast escalating field of Big Data Analytics(BDA)is the vital part of 
healthcare domain which provides tools to accomplish, examine, and adapt huge sizes of dissimilar, structured, and 
unstructured data. BDA is effectively used by several healthcare organizations and is appropriate in healthcare 
analytics. 

Early stage of lung cancer can be predicted for further treatment and data is available throughout the world. 
Majority of this data is not organized and researchers are not able to understand to provide predictive solutions. 
Some nations have made the data available in an organized manner to apply MLT and as prediction varies finding 
out the best machine learning algorithm is a research challenge. The most important features involved in the 
incidence of lung cancer needs to be extracted using knowledge discovery and data mining algorithms. 

Applying MLT to lung cancer data helps to rank the attributes for accurate survival prediction which will be 
beneficial for the doctors and patients. This helps in decision making that determines the best path of treatment for a 
lung cancer affected patient. The paper is organized as follows: Section 2 summarizes the recent research related 
work based on the MLT for the lung cancer patients using different classification techniques, followed by Section 3 
that includes the methodology which defines the system architecture, dataset, comparison of ML Algorithms with 
results and implementation. Performance evaluation includes experiments and results which is presented in Section 
4 andSection 5presents the conclusion and future work. 

 

2. Related Work  

Lung cancer starts in the tissues of the lungs which is the main source of tumor in both men and women. Like 
different diseases, lung cancer happens after rehashed affront to the hereditary material of the cell. By far the most 
widely recognized source of lung cancer is tobacco and is the cause of around 85% deaths [2]. Lung cancer is an 
uninhibited advancement of eccentric cells that affects in solitary lung or both the lungs in the line air division 
area[3]. 

Recent study shows that cancer survival rateis 18% and it has been found that the survival rate is 5 – 6years. 
Diabetes patients suffering from lung cancer disease will have the variation in survivability rate. Observations reveal 
that high insulin increase will result in higher chances of lung cancer [4]. Studies also reveal that Diabetes Mellitus 
will impact on the survival of lung cancer patients [5]. Researchers find that person who smokes have nicotine effect 
on insulin action and secretion in Type 2 Diabetes (T2D) [6].Stopping smoke is the most vital objective for diabetes 
control and avoidance of diabetic problems[7].Summarized clinical and preclinical studies indicate cigarette 
smoking with nicotine risk, will impact body composition, insulin sensitivity and pancreatic β cell function [8]. 

MLT in biomedical research with numerous applications has been a new era by seeking n-dimensional set of 
examples that utilizes diverse systems and calculations [9]. There are two primary MLT, supervised learning and 
unsupervised learning. Supervised learning uses a categorized set of training data that includes both the input 
andthe desired results. Unsupervised learning model will not be provided with the results during the training and 
can be clustered with classes on the basis of statistical property. Most doctors use EHRs that can be utilized for 
clinical or investigate purpose. Applying MLT, EHRs can be utilized that helps patients in managing individualized 
patient care and also hospital performance can be monitored[10-11]. 

SVM are newer advances of MLT applied in the field of cancer prediction. SVM maps the input vector into a 
feature area to upper spatiality and determine the hyper plane that separates the data points into categories. The 
marginal distance between the decision hyper plane and also the instances that are nearest to boundary is 
maximized. SVM classifier achieves extended generalizability and may be used for reliable classification of 
samples. SVM is used for classification Vapnik [12] and for binary classification an optimum hyper plane is 
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I. INTRODUCTION 

Mobile Adhoc Network (MANET) is a genre of networks 
which has non static and self configuring nature. Secure data 
mobility in such non static, decentralized network is a 
challenging task. Any intruder can effortlessly launch 
malicious attacks in such networks with no firewall. To secure 
data from active and passive attacks is a confronting 
assignment. Therefore optimum schema is to exploit the 
concept of cryptography and its ciphers, in encrypting the data 
before transmission. This is the leading motivation in 
designing new ciphers, with reduced complexities. Study of 
literature provides a bird view into adequate number of ciphers 
and their applications. Ciphers can be classified as symmetric 
and asymmetric ciphers.  

Asymmetric ciphers are known to use two keys for 
encryption, public key and private key.  Private key is private 
to the user, whereas public key is the shared key in the 
network. RSA is the cipher which can represent asymmetric 
ciphers genre and is most widely used asymmetric cipher. The 
major limitation in using asymmetric key ciphers in MANET is 
their high power utilization factor, with medium security 
provided. 

Symmetric ciphers have only one shared secret key. Secret 
key is provided to the users when he registers with the network. 
Also it can be exchanged between nodes, after the 
authentication process and before start of any session. AES is 
the most popular and widely used symmetric ciphers. 
Comparatively symmetric ciphers prove as best since the usage 
of power by these ciphers is optimum in networks such as 
MANET s where the resources are limited. 

Every genre of ciphers has their own leads and limitations 
[1]. Here we design a cryptographic method Biometric 

Advanced Encryption Standard (BAES), which is a minor 
addition to the sphere of ciphers. Cipher efficiency parameters 
such as memory utilized, time taken and Avalanche effect are 
considered, to analyze BAES and compare it with RSA. 

II. LITERATURE SURVEY 

Septimiu Fabian Mare, et al. introduced a robust 
steganography-based communication system using RSA and 
AES ciphers, together with steganography. The key used for 
data encryption uses a combination of randomly generated 
sequence and a hash of cover image’s color information. The 
proposed steganographic algorithm introduces steganography 
as an additional security level and avoids advanced reverse 
engineering techniques [3]. 

Jong Yeon Park et al.  described unknown and interesting 
characteristics of ghost key patterns using real experiments [4]. 
They explained about the ghost key by selected bits. Also they 
stated that knowledge of ghost key patterns can be a useful tool 
to analyze enhanced scenarios and its countermeasures. 

Michael Bourg et al. proposed an RSA based biometric 
encryption system which can be realized on Field 
Programmable Gate Arrays [5]. They showed that biometric is 
one of the safest form of privacy and security.   

Asma Chaouch et al. programmed a flexible encrypting 
algorithm for encrypting text and compressed images. It was 
based on RSA, AES and elliptic-curves methods [6]. Also they 
provided a fair comparison between the three methods under 
study, considering the parameters like key size, block size and 
speed. 

Amish Kumar et al. presented an efficient implementation 
of AES on MATLAB platform. They provided an explanation 
to Avalanche effect in AES [2]. 

III. RIVEST SHAMIR ADLEMAN 

 RSA is one of the first successful responses developed by 
Ron Rivest, Adi Shamir, and Len Adleman at MIT. It was 
developed to overcome the challenges faced in public key 
cryptography. RSA is best illustrated in fig.1.  

RSA cipher uses two primes with Euler’s totient function to 
obtain the value of variable ‘n’. Plain text is transformed to 
cipher text by raising plain text to power of encryption key ‘e’. 
Encryption key is public key of the destination node to which 
cipher text needs to be transmitted. The destination node uses 
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